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Part A : Introduction

Program: Degree with Class : UG Year: IV Session : 2024-2025
Honours/Research
Subject: Computer Application
1. | Course Code S4-COAP3D
2. | Course Title Cloud Computing & Big Data (Theory)
(Group B — Paper 1)
3. | Course Type Discipline Specific Elective (DSE)
4. | Pre-requisite
5. | Course Learning » Know the fundamentals of Cloud, Cloud Architectures and types of
QOutcomes (CLO) services and Deployment Models.
» Understand the concept of virtualization and how this has enabled the
development of Cloud Computing
» Understand Big Data technologies, HADOOP, Cloud databases and
cloud security
» Explore some important cloud computing Open Source and
Commercial Clouds Platforms.
6. | Credit Value Theory -4
7. | Total Marks Max. Marks: 30+70 Min. Passing Marks: 35
Part B: Content of Course
Cloud Computing & Big Data
Total No. of Lectures =60 (In hours per Week ) 2-0-0
Unit Topics No. of
Lectures
Introduction to Cloud Computing: Overview, NIST Definition of Cloud
Computing, NIST features, Historical Development, Need for Cloud Computing,
Principles of Cloud Computing, Challenges and Risk of Cloud Computing,
I Advantages and Drawbacks. 12
Cloud applications: Scientific Applications, Business and Consumer Applications,
Productivity = Applications, Online Social Networking Applications, Media
Applications.
Cloud Architecture and Model: Cloud Computing Architecture, Cloud Reference
Model, NIST Cloud Computing Reference Architecture, IBM Cloud Computing
I Reference Architecture, Cloud Security Alliance (CSA) Reference Model. 12
Service and Deployment Models: Infrastructure As A Service (IaaS), Platform As
A Service (PaaS), Software As A Service (SaaS), Other Cloud Service Models,
Public, Private, community and Hybrid Deployment Models.
Virtualization Technology: Meaning and Level of Virtualization, Hypervisor, Type
1 Hypervisor, Type 2 Hypervisors. Full virtualization, Para-virtualization, Hardware
I Assisted Virtualization, ‘ S _ o e 12
Types of Virtualization: Server Virtualization, Storage Virtualization, Network
Virtualization, Operating System Virtualization, Application Server Virtualization,
Creating A Virtual Machine.
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Big Data: Overview, Need of Big data, Characteristics, Benefits of Big Data
Processing, Big Data Technologies, HADOOP: Hadoop Architecture, Hadoop
IV | Ecosystem, HDFS Architecture, MapReduce.

Cloud Database NoSQL : Relational, Non-Relational vs. DBaaS Cloud Database,
Cloud Databases, Amazon Dynamo Database, HBase, Cassandra, MongoDB.

12

Cloud Security: Cloud Information Security Fundamentals, Cloud Security Services,
Cloud Security Concerns, Security Challenges, Infrastructure Security, Cloud
computing security architecture.

Case Study Open Source Clouds Platform: Hadoop, OpenStack, Cloud Stack,
Eucalyptus, OpenNebula.

Commercial Clouds Platform: Google App Engine, Microsoft Azure, Amazon.

12

Part C : Learning Resources
Text Books, Reference Book, Other Resources

Suggested Reading:

1. Cloud Computing by Pawan Thakur, Susheela Pathania (Satya Prakashan New Delhi)
2. Cloud Computing By Gautam Shroff (Cambridge Enterprise)

3. Cloud Computing : A Practical Approach by Antohy T Velte (McGraw Hill)
4. Cloud Computing Bible by Barrie Sosinsky(Wiley India)

5. A uey fget Uy STeHl &1 G|

Suggested Digital Platforms, Web-links:

. https://archive.nptel.ac.in/noc/courses/106/

. https://onlinecourses.swayam?2.ac.in/cec20_cs! I/preview

. https://www.tutorialspoint.com » cloud_computing

. https://www.simplilearn.com/tutorials/cloud-computing-tutorial

. https://www.javatpoint.com » cloud-computing
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Part D : Assessment and Evaluation

Suggested Continuous Evaluation Methods:
Maximum Marks : 100
Continuous Comprehensive Evaluation (CCE): 30 Marks University Exam(UE): 70 Marks

Internal Assessment: Class Test Assignment / Presentation

Continuous Comprehensive 30

Evaluation (CCE)

External Assessment : Section(A): Very Short Questions
University Exam Section Section (B): Short Questions 70
Time : 03:00 Hours Section (C) : Long Questions
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Suggested Reading:

1. Cloud Computing by Pawan Thakur, Susheela Pathania (Satya Prakashan New Delhi)
2. Cloud Computing By Gautam Shroff (Cambridge Enterprise)

3. Cloud Computing : A Practical Approach by Antohy T Velte (McGraw Hill)
4. Cloud Computmg Bible by Barrie Sosmsky(Wlley India)
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Suggested Digital Platforms, Web- llnks.

1. https://archive.nptel.ac.in/noc/courses/106/

2. https://onlinecourses.swayam?2.ac.in/cec20_cs11/preview

3. https://www.tutorialspoint.com » cloud_computing

4. https://www.simplilearn.com/tutorials/cloud-computing-tutorial

5. https://www.javatpoint.com > cloud-computing
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Part A : Introduction

Program: Degree with Class : UG Year: IV Session : 2024-2025

Honours/Research

Subject: Computer Application

Course Code S4-COAP4D

Course Title Cyber Security (Theory)
(Group B — Paper II)

Course Type Discipline Specific Elective (DSE)

Pre-requisite

Course Learning » Give students an extensive overview of cyber security issues, tools
Outcomes (CLO) and techniques that are critical in solving problems in cyber security

domains

» Providing concepts of computer security, cryptography, digital
money, secure protocols, detection and other security techniques.

Credit Value Theory -4

Total Marks Max. Marks: 30+70 Min. Passing Marks: 35

Part B: Content of Course
Cyber Security

Total No. of Lectures =60 (In hours per Week ) 2-0-0

Unit

Topics

No. of
Lectures

Introduction:  Cyber Crime, Challenges of cyber crime, Classifications of
Cybercrimes: E Mail Spoofing, Spamming, Internet Time Theft, Salami
attack/Salami Technique. Web jacking, Online Frauds, Software Piracy, Computer
Network Intrusions, Password Sniffing, Identity Theft, cyber terrorism, Virtual
Crime, Web servers were hacking, session hijacking.

Concept of Cyber Crime and the IT Ac 2008: Introduction of Act, Hacking,
Teenage Web Vandals, Cyber Fraud and Cheating, Defamation, Harassment and E-
mail Abuse, Other IT Act Offences, Monetary Penalties, jurisdiction and Cyber
Crimes.

12

II

Cyber Security Concepts: Essential Terminologies, CIA, Risks, Breaches, Threats,
Attacks, Exploits. Information Gathering (Social Engineering, Foot Printing &
Scanning). Open Source/ Free/ Trial Tools: nmap, zenmap, Port Scanners, Network
scanners.

12

111

Cryptography: Symmetric key Cryptography, Asymmetric key Cryptography,
Message Authentication, Digital Signatures, Applications of Cryptography. Overview
of Firewalls- Types of Firewalls, User Management, VPN Security, Security
Protocols: - security at the Application Layer- PGP and S/MIME, Security at
Transport Layer- SSL and TLS, Security at Network Layer-IPSec.

12

v

System Security: Server Security, OS Security, Physical Security, Introduction to
Networks, Network packet Sniffing, Network Design Simulation. DOS/ DDOS
attacks. Asset Management and Audits, Vulnerabilities and Attacks. Intrusion
detection and Prevention Techniques, Host based Intrusion prevention Systems,
Security Information Management, Network Session Analysis, System Integrity
Validation.

12

Internet Security: Cloud Computing and Security, Social Network sites security,
Cyber Security Vulnerabilities-Overview, vulnerabilities in software, System
administration, Complex Network Architectures, Open Access to Organizational
Data, Weak Authentication, Authorization, Unprotected Broadband communications,
Poor Cyber Security Awareness.
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Part C : Learning Resources
Text Books, Reference Book, Other Resources

Suggested Reading:

1. Cryptography and Network Security by William Stallings (Pearson Education/PHI).
. Cyber Law Simplified by Vivek Sood (TMH)..

. Cyber Security by Nina Godbole, Sunit Belapure (Wiley-India).

. Information and Cyber Security by Gupta Sarika (Khanna Publishing House)
5. HET YR il Y SrpIgH! BI g |

Suggested Digital Platforms, Web-links:

1. https://archive.nptel.ac.in/noc/courses/220/

2. https://www.simplilearn.com/tutorials/cyber-security-tutorial 3.

3. https://intellipaat.com/blog/tutorial/ethical-hacking-cyber-security-tutorial/

4. https://www.youtube.com/watch?v=lpa8uy4DyMo

5. https://www.udemy.com/topic/cyber-security/free/

4 L D

Part D : Assessment and Evaluation

Suggested Continuous Evaluation Methods:
Maximum Marks : 100

Continuous Comprehensive Evaluation (CCE): 30 Marks University Exam(UE): 70 Marks

Internal Assessment: Class Test Assignment / Presentation

Continuous Comprehensive 30
Evaluation (CCE)

External Assessment : Section(A): Very Short Questions

University Exam Section Section (B): Short Questions 70
Time : 03:00 Hours Section (C) : Long Questions
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Suggested Reading:

l. Cryptography and Network Security by William Stallings (Pearson Education/PHI).

2. Cyber Law Simplified by Vivek Sood (TMH)..

3. Cyber Security by Nina Godbole, Sunit Belapure (Wiley-India).

4, Information and Cyber Security by Gupta Sarika (Khanna Publishing House)
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Suggested Digital Platforms, Web-links:

1. https://archive.nptel.ac.in/noc/courses/220/

2. https://www.simplilearn.com/tutorials/cyber-security-tutorial 3.

3. https://intellipaat.com/blog/tutorial/ethical-hacking-cyber-security-tutorial/
4. https://www.youtube.com/watch?v=Ilpa8uy4DyMo

5. https://www.udemy.com/topic/cyber-security/free/
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